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Loss of data files; the WHY
ALL hard drives WILL fail.  The only thing not known is WHEN.  So, please ensure that the data files on your PC have been backed up or be prepared to repeat the original work again.

The other type of data loss that can occur is through theft or accidental loss.  This has become an increasing occurrence due to the increased availability of laptops and other mobile computing devices.

Make it easier to perform and manage your backups.  

CRG recommends that people keep their data files in the MyDocuments folder (generally located at C:\Documents and Settings\<username>\My Documents).  The majority of Microsoft, and other vendors, applications use this folder by default.  If a program does not, by default, use MyDocuments, then change that program’s default to MyDocuments if possible.  By keeping all your data files (when possible) in the same location, it makes it easier to setup and manage your backup solution.  If you use special programs, or just place your documents on your desktop, make sure you understand where the data files are being saved by default.  
Backups are quicker and less prone to errors if the following tips are followed.  

· Try and keep the directory structure simple.  
· Keep the subfolder tree to no more than 3 subfolders.  
· Keep the name of the folders and of the files themselves as short as possible.
Use Network storage if possible.

 “U” drive - Personal private (1.0 GB/user)

Everyone is provided with 1 GB of network storage space.  This is known as the “U” drive.  Try to use this as your storage solution for your most current and most valuable files.  All files on the “U” drive are backed up nightly. 

Backup Solutions Advice – Hardware

If your data backup storage requirements are large (and your “U” drive is not sufficient to cover your storage requirements), then a viable option would be to purchase an external hard drive.  These usually connect to your PC on a USB port.  Your PC will see it as another “drive”.  
Another option would be to do periodic manual “backups” to CD or DVD.  The majority of PCs normally have the capability to write data files to CD and/or DVD.  This is an especially good way to periodically archive older files from your “U” drive in order to free up some room for data files that are more current.
Backup Solutions Advice - Applications
Copy

A simple way to backup the data is just use the Windows copy command (or, drag and drop) to the backup device (such as your “U” drive).  This method is for people who don’t have many files to backup, or don’t need to do it very often, and are not concerned about being able to restore a file to an earlier version.
SyncToy

SyncToy is a Microsoft product that “……helps users to do the heavy lifting involved with the copying, moving, and synchronization of different directories…….”  See this link for more information.  This is a way to set up complex copying activities using a graphical interface.  Once a synch’ing activity has been set up, the tool can be set to run on a schedule.  Again, once the data is copied over the next time Synctoy cycle’s, the original version is overwritten.
Microsoft Backup
Microsoft provides a backup program with Windows XP.  It can be found by going to Start/All Programs/Accessories/System Tools.  The Backup program provided by Microsoft should be considered as the default backup program for users who need simple backup solutions and/or don’t have access to another program and/or would like to have the ability to revert to different versions of the same file(s).  This would include people who may want to backup to the U drive or to another external HD that did not include a backup program.
The following information concerning backups in general and how to use Microsoft Backup can be found on Microsoft’s web site:
Backup basics: What should you back up? http://www.microsoft.com/athome/security/update/backup.mspx 

Use Backup to Protect Data http://www.microsoft.com/windowsxp/using/security/learnmore/backup.mspx
Windows XP Backup Made Easy  http://www.microsoft.com/windowsxp/using/setup/learnmore/bott_03july14.mspx 

Consider off-site backup storage

For people who may have data that is considered “critical” and/or would be difficult to duplicate there is another consideration in ensuring your data is secure.  If the location of the original data files (as an example, located on the PC) and the location of the backups (as an example, copied to a DVD) are the same (as an example, both are in the same building), then in the event of that location being destroyed you have not really fully protected your data.  Some people may want to periodically take copies of their backups to another secure location to protect against fire, floods, theft, etc. in the original location.

The backups of your network storage (the “U” drive) are taken off-site.
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