CVMBS Backup and Safety Policy
As approved by CVMBS Executive Council

Effective: <date>

Expires: <date>

Purpose:
To acquaint CVMBS users with the choices they have to maximize the safety of the data they acquire and create.  For the purposes of this policy, data means anything from individual Word documents and Excel spreadsheets, research data files, to files/folders in which daily email is kept, perhaps largely unknown to the user.

The safety of this data is a collaboration between the user and the Computing Resource Group (CRG), using various available resources.  The amount of data that is vulnerable to loss or corruption far exceeds the network resources the CVMBS is able to provide to guard against such contingency.  Therefore, users must make choices about the criticality of their data and execute their own backup procedures.
Resources:
U Drive
Each user has access to a private network drive, U:, on which they may store any data they wish.  The advantages are that this drive is automatically backed nightly without any user action, and that the content of this drive is only available to the user (and network administrators, upon authorized departmental, college or university request).  The disadvantage is U is quota-limited in the amount that can be stored, and is not always or easily accessible from a roving laptop.
T Drive
Very similar to the U drive, except meant as a group-private drive which is backed up nightly.  It is also quota-limited.

S Drive
This is a public scratch drive; don’t store private data here; anyone can read it or change it.  Files unmodified after a small length of time are deleted.  This drive does not really count as backup or safety.  
User laptop and/or desktop computer
Because of constraints on network space, and the plentitude and ease of use of local space, this computer is where most of a user’s data resides.  However, THIS IS THE COMPUTER MOST VULNERABLE TO LOSING USER DATA, unless the user and CRG have implemented an ad-hoc backup procedure (see below).

Responsibilities:
CRG has no online service, functionality, application or hardware in place that is backing up user individual desktops or laptops.  If the hard disk in an individual computer fails, the only option for recovering the data from the disk is to pay for a very expensive attempt by a 3rd party service to recover it.
CRG is happy to collaborate with any user to provide advice and consultation for a workstation backup solution.  But, the safety of data files on a user desktop or laptop are the user’s responsibility. 

CRG will help the user ensure that backup hardware is correctly connected to the PC, but any hardware problems should be resolved by the user and the hardware manufacturer.
CRG will offer advice on the backup software, scheduling options, and determining if the backups are valid.  The user is responsible for contacting the software provider for application questions and related problems.
The user is responsible for ongoing execution of their backup solution, and monitoring the results to ensure data is actually being backed up and is recoverable.

